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An easy and remote access to geographic information belongs to nowadays
challenges in the field of geographic information systems because geographic
information and their analyses play a significant role in decision-making process in
public administration, private sector, and peoples’ lives. Thus, technologies geo-
enabling the Web have become important and today they are used as a part of
regular information systems. It means significantly higher demands are made on
them — they must be of the same quality as all other information systems. Security
and usability of the system belong to the quality metrics. An influence of selected
security measurements on server response time is studied. Next, a possible way
of usability testing of GeoWeb is proposed in the paper.
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1 Introduction

Utilization of geoinformation (or spatial information) by everyone who needs it,
belongs to the contemporary needs — almost everything happens somewhere. So,
geographic information is more and more demanded not only by the business
sphere but by the public as well. For many people it has become normal to use
their services like searching the best route, realty, and many others. At the same
time, today it is impossible to manage a territory, property, utilities, etc., without
using geographic information. But because of the special nature of geographic
information a special software tools are required to its treatment and analyses —
geographic information systems (GIS) [13] - [21].

Traditional (professional) GIS are primarily from the users point of view quite
complicated and costly software packages. It is estimated that about 90% of
traditional GIS users use less than 10% of functions provided by their application
[21]. This was the reason why cheaper and more user-friendly solutions were
looked for to allow end users to use geographic information. The new solutions are
based on Internet and mobile technologies and they are spreading rapidly over the
world and Internet [16], [21].

Nowadays, many various technologies which allow access to geographic
information in user-friendly environment exist. They allow remote and easy access
of end-users to geographic information without any special education in the field of
geoinformation science. Access is possible by means of variety devices, e.g.
computers, notebooks, pocket PCs, mobile phones, etc. At the same time, one
can find a lot of various terms which are used while talking about this kind of
technology. Some examples are: GIS applications on Internet/intranet, GIS on-line,
distributed geographic information [22], [23], Web-based GIS [20], Internet GIS,
mobile GIS [16], [20], interactive mapping [5], [7], distributed Glservice [20], geo-
enabled Web [19], GeoWeb, Internet map servers, and many others. These terms
are sometimes understood as synonyms but it is not the best way of their
understanding. For example, Internet does not provide only WWW service so
Internet GIS has a different meaning from Web-based GIS. Mobile GIS is not the
same as Internet GIS because mobile devices like PDA, and mobile phones use
different protocols and technologies, and so on [20]. In the framework of this paper
the term GeoWeb and the term Internet GIS will be used equally for Web-based
solutions.

Historical development of methods used for interactive publishing of
geographic information and an overview of contemporary methods can be found in
[13], [16], [20], [22], and many others.

Architecture of Internet GIS follows possibilities of Internet technologies and
architecture of information systems in general. So, they are usually based on n-tier
client/server architecture and HTTP protocol is used as the most common
communication protocol. Web services are used very often as well. It means the
whole solution is divided at least into the next three main parts (see the Fig. 1) [1]:

e Presentation layer — simple software tools for users’ work (client). They

should be user-friendly but provide all needed functions. Usually, they are
for free or for the lowest costs per user. Common Web browser or simple
viewers (e.g. ArcExplorer) can be given as an example.
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e Application layer — application logic; functions which obtain user questions,
do all the work and return answers to the users.

e Data management layer — an important part which deals with data storing
and data management. Both spatial and non-spatial data are treated.

Fig. 1 - Typical n-tier client/server architecture of Internet GIS (source: authors,
based on [1], [20]).
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Internet GIS are supposed to quickly provide a large amount of data from
various sources including terabytes of data from remote sensing. Thanks to an
existence of interoperability standards which are accepted by wide community,
Internet GIS were found as a suitable domain for application of ideas of parallel
and distributed computing [9], [20].

The complexity of spatially oriented problems, like land management, urban
planning, and public administration, leads even to integrated systems approach,
such as a spatial decision support system [26].

2 Related works

Various geo-enabling solutions have become a widely used and inherent part of
information systems both in private and public sector. The aim of GIS including
Internet GIS is the same as the aim of each information system - to collect, verify,
treat, store, analyse and publish information. Just in the case of GIS a special type
of information can be treated. It means life cycle of all kinds of GIS solutions
should follow the same rules as life cycles of ‘normal’ information systems and GIS
must meet the same quality requirements as the other information systems.

There has been done plenty of research work in the field of the software
quality, quality of software development, and quality of information systems, e.g.
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[2], [3], [4], [15], [17], [27], [28]. But no attention has been paid particularly to
Internet GIS solutions although many facts should be taken into account during the
process of choice of software package too [11].

Today, many software quality models exist. Each specialist can propose
his/her own quality model which will meet the needs of the given situation [2].
Anyway, there is one quality model standardized by ISO/IEC: ISO/IEC 9126 -
Information technology - Software Product Quality. This quality model is widely
used for both measuring architectures and intranet applications [15], [17]. Its
extended version was proposed for measuring quality of intranet/Internet
applications so it can be suitable at least for the first studies devoted to the quality
of Internet GIS too. This model uses functionality, reliability, efficiency, usability,
maintainability, and portability as main software quality characteristics [15].

Usability is today a very important metric for measurement of software quality.
The reason for its fast wide spreading is that there are many sophisticated
information and communication technologies available but it is often hard to use
them. So, today it is preferred to “make the design to fit the users” to the previous
attempt: “make the user to fit the design” [24]. Contemporary users do not want to
think. Applications must be intuitive. Designers of WWW pages should even
remember that users do not read precisely the entire page and they are very often
in a hurry [14]. Previously, attention was mostly paid to the system (e.g. software
package) not to the end users and their needs during the system design. During
the time users have changed but developers are sometimes slow to react to this
evolution of the users and their needs. It is difficult and demanding to develop a
usable system because it should be useful, effective, learnable, and likeable [24].
The aim of usability testing is to collect empirical data about the tested application.
It means representative end users are observed when they use the application to
perform selected typical tasks [24].

Concerning performance management and planning, a common approach for
client/server systems, e.g. [6], can be used. As far as Internet GIS use Web server
for communication, queuing model theory and other server location techniques
should be taken into account while evaluating performance of the solution. Web
server is modeled as an open queuing network. An upper limit of a performance
capability of a server can be clearly found. This limit depends on a size of a
published file [8], [18]. Agent technologies have been more and more used for
speeding and improving information retrieval. But there are many languages which
use specific features. Czech language can be given as an example — it uses many
specific features and signs which must be considered [10].

Remote administration can be useful in some situations too but it is not so
easy to implement it for all available software solution in the environment of the
contemporary computer networks [12].

While talking about an information system, target groups of the users have to
be considered. The classifications of the target groups of the GeoWeb users vary
from author to author and they are dependent on the purpose of classification too.
Anyway, following basic types of users are usually distinguished [16], [20], [25]:

e High-end users, e.g. data treatment specialists (GIS specialists), who can
run spatial analyses as well and provide the results of their work to the
other users.

e Regular users, e.g. civil servants, managers, controllers, regular customers,
cooperating partners, etc. Regular, everyday use of Internet GIS is typical
for this group of users. They usually need only several functions too. All
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needed functions are known in advance and are used repeatedly. It can be
supposed that they access Internet GIS by means of appointed Web
browser or other defined client. It means their working environment is
known in advance as well and can be influenced in the case of necessity.

e Casual users, e.g. tourists, residents, businessmen, etc. They use Internet
GIS solution irregularly and casually. They are usually not educated in
computer science and their skills how to use computer, may be very low.
On the other side, only a few functions are interesting for these users. They
usually need to select region of interest, select appropriate data layers, view
geographic information, change scale, run very simple queries, and print
outputs or save result maps. It is supposed that they can use various Web
browsers, they may not be able to install any software, and their Internet
connection can be slow.

e Mobile users, i.e. people who usually use wireless technologies and mobile
devices like PDA or mobile phones to connect to a server and access
geographic information and/or GIS functionality provided by the server. The
users can vary from casual low-end users to high-end users. Utilities
management (e.g. water, electrical utilities) can be given as an example of
a branch where mobile GIS solutions are very often used as a regular tool
by non GIS specialists.

Correct identification of target groups of the users and their needs is very

important for the proper design of Internet GIS application and its subsequent
utilizabibility.

3 Methodology

The ISO/IEC 9126 quality model was selected as a framework for studying
possibilities of deployment of GeoWeb solutions in the role of regular information
system (see Fig. 2). In according to the study [15] security (a sub-characteristics of
functionality), availability (a sub-characteristics of reliability), and user-friendliness
(a sub-characteristics of usability) belong to the very important software quality
characteristics. Experimental measurements were done to study an influence of
selected security measurement on response time of selected Internet GIS solution.
Then, a set of typical tasks was proposed to perform a usability testing by means
of method proposed by Rubin [24].
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Fig. 2 — Extended ISO/IEC 9126 quality model [15]

4 Experimental Work

Security is a representative of functionality in extended ISO/IEC 9126 model. It is
the first used sub-characteristic. A presence or an absence of a security
measurement is used as a metric. The first set of measurement was done with an
absence of a security measurement. Then, following security measurements were

tested:

Packet filtration — http-filtr

Internet Protocol Security (IPSec), Authentication Header (AH), check sum
(HMAC) calculated by means of MD5 algorithm (128 bits), transport regime
— http-ipsec-ah (transport-MD5)

IPSec, AH, SHA2 (168 bits), transport regime — http-ipsec-ah (transport-
SHA2)

IPSec, AH, MD5 algorithm (128 b), tunnel regime — http-ipsec-ah (tunel-
MD5)

IPSec, AH, SHA2 (168 b), tunnel regime - http-ipsec-ah (tunel-SHA2)
Internet protocol security (IPSec), Encapsulating Security Payload (ESP),
data encryption by means of AES256 algorithm (256 b), check sum
calculated by means of MD5 algorithm (128 b), transport regime — http-
ipsec-esp (transport-aes256-md5)

IPSec, ESP, Blowfish128 (128b), MD5 (128b), transport regime — http-
ipsec-esp (transport-blowfish128-md5)

IPSec, ESP, AES256, MD5, tunnel regime - http-ipsec-esp (tunel-aes256-
md5)

IPSec, ESP, Blowfish128, MDS5, tunnel regime - http-ipsec-esp (tunel-
blowfish128-md5)

Secure Sockets Layer (SSL), Diffie-Hellman algorithm (DHE) for key
exchange, authentication protocol: RSA (length of private key: 1024 bits),
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data encryption by means of AES256 algorithm (256b), check sum (HMAC)
calculated by means of SHA1 (160 b) — https (DHE-RSA-AES256-SHA)

e SSL, RSA (1024b), RSA (1024b), AES256, SHA1 — https (RSA-RSA-
AES256-SHA)

e SSL, DHE, RSA, AES256, SHA1 + IPSec, ESP, Blowfish128, MD5, tunnel
regime — https (DHE-RSA-AES256-SHA + ipsec-esp-tunnel-
blowfish128-md5).

Time behavior is the second used sub-characteristic. It represents another
quality characteristic in the quality model — efficiency. A real end-user response
time is used as a metric in this case. It is measured in seconds on the client side
as a real time between sending the user's command to obtaining the result from
the server. Service time of the server and transmission time are used as
supplemental characteristics. They were measured in milliseconds. An existence
of the queuing model theory must be mentioned here. It takes into account that
Web servers must process concurrent jobs. Each arriving job joins the queue and
waits there until it is done. Response time of server is then calculated as a sum of
a queuing time and a service time [18].

4.1 Experimental Conditions

UMN MapServer (see http://mapserver.gis.umn.edu/) was chosen as an Internet
GIS solution for measurement purpose. Measurements were run on the following
computers: server configuration: Intel Celeron (Coppermine) 600MHz, MB MSI
6309 (VIA 694x), 384MB SDRAM 100MHz, HDD Seagate 60GB 5400 rpm,
Edimax 9130TXA PCI with Realtek 8139d chip (100Mbps, full duplex), operating
system Debian GNU/Linux 3.0r1 with kernel 2.4.19, Apache HTTP Server 2.0.47,
MapServer 4.0.1. Client configuration: AMD Athlon XP-1700+, MB ECS K7VTA3B
(VIA KT333), 256MB DDR 266 MHz, HDD Western Digital 80GB 7200 rpm,
Edimax 9130TXA PCI with Realtek 8139d chip (100Mbps, full duplex), operating
system Debian GNU/Linux 3.0r1 with kernel 2.4.19.

For the purpose of this study data were stored directly on the application
server to exclude a possible influence of network communication between
application server and data storing server. On both computers only necessary
processes were running during the measurements (e.g. httpd, syslogd, kernel
processes).

Measurements were done in an environment of a real computer network:
Ethernet based LAN with the full support of the speed 100 Mbps. Both server and
client were dedicated to the experimental measurements only and requests were
not generated simultaneously so the queuing time was not taken into account in
this phase of research.

Requests were generated on the client side and send by means of ‘wget’
program which is a common part of Linux distributions. On the server side,
Netffilter (a part of kernel for packet filtering) together with syslogd were used for
logging the time. Both end-user response time (TC) and server response time (TS)
were measured (see Fig. 3).
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Fig. 3 — Measured times: end-user response time TC and server response time TS

4.2 Experimental Results

For each security measurement 20 measurements of response time were done.
Obtained experimental results were statistically treated by means of exploratory
analysis. The results are shown on the following figures Fig. 4 (average end-user
response times) and Fig. 5 (relative end-user response time — related to http
response).
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Fig. 4 - Average end-user response time
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For the purpose of the first experiments with usability testing the following
general set of tasks was proposed:

e Accessibility of Internet GIS applications (Finding a list of GIS applications
on the web pages, Finding a given kind of map, Opening a map output,
Return to the list of all available services (maps))

e Orientation within the map frame (Overview map, Menu and tools, Scale,
Displayed layers and legend)

e Utilization of the map (Change of scale, Pan of the map by hand tool,
Movement of the map by means of keyboard or map field arrows, Printing
of the map, Adding and removing of data layers)

e Orientation in map (Finding the given feature (object) and its properties,
Measurement of the distance between given features, Selection and
cancelling the selection of features).

This set has to be refined in according to the tested GeoWeb applications but it
covers all the functions needed by the users in general. A usability testing of one
Web site providing geographic information by one tested subject took
approximately 30 minutes when using the above proposed set of tasks.

5 Conclusion and future work

Today, Internet GIS are used as a regular information system for everyday work
and even for critical applications like emergency systems. Their quality is still not
considered although during the first part of the research devoted to the quality of
Internet GIS it was found that many factors can influence quality of Internet GIS.
An influence of selected security measurements on response time of UMN
MapServer was studied. The factors which can influence a quality of GeoWeb
have not been studied in deep yet so for the future work it is proposed to deal with
more deep measurements and proposal of the whole set of metrics and their
limitary values directly for Internet GIS because factors like data compression can
be difficultly found in the other information systems.

ISO/IEC 9126 quality model can be taken as a framework for evaluation of the
quality of GeoWeb applications which are used in a role of a regular information
system. In any case, software quality metrics must be refined for the purpose of
Internet GIS quality assessment to take into account the specific character of this
kind of information technologies. Within the framework of the quality model a set of
typical tasks for usability testing was proposed. The next step should be a heuristic
analysis of the proposed tasks to exclude dependent tasks and shorten duration of
the usability testing.
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